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BpenoHoc pacnpocTpaHsieTcsl B (OULLNHIOBbIX MUCbMax, OTrpaB/1eHHbIX sIKOObI OT
uMeHu Boicero ApbutpaxHoro Cyna Pd

Poccuiickme KnbepMoLEeHHVKIN CTanu UCNob30BaTb HOBOE CEMENCTBO BbiMoraTenbckoro MO
Cryakl, koTopoe wndpyeT nonb3oBaTenbckue dainbl 1 TpebyeT CoBEPIIEHNS OeHEXHOro
nepesoaa ons ux oewndposku. OTnnYNTeNbHON 0COBEHHOCTbIO HOBOTrO BpeoHoca SBNSIETCS
T0, 4TO TpeboBaHMe 06 onnarte 3a PacWUPOBKY MNONb30BATENbCKMX (arNoB NocTynaeT oT
nmern daHTomaca. O6 aTom cooblwaeTcs B oTHeTe «JlabopaTopun Kacnepckoro».

BpenoHoc pacnpocTpaHaeTcs B (OUWNHIOBbLIX MUCbMaX, OTNPaBNEHHbIX SKOObI OT NMEHU
Boicwero ApbutpaxHoro Cyna P®. Nonb3oBaTtens yBeAOMASIOT O TOM, 4TO B €r0 OTHOLIEHUN
Hayato agMMHUCTPaTUBHOE OENONPON3BOACTBO M NpeanaralT 3arpys3ntb doaimn,
cogep>Xawmin OKYMEHTbI C OOMONHUTENbHON UHJOopMaumein. Ho BMecTo 3Toro xeprtaa
3arpy>aert Ha CBOW KOMMblOTEP TPOSH.

Hanbonbwas akTMBHOCTb BpenoHoca 3adomkeupoBaHa B Poccum, Mepmanun, KasaxcTaHe,
YkpauHe n benapycu. Ha Tepputopum ogHo nuwb Pd 66110 06HapyXeHo Kak MUHUMYM 2,5
ThICSA4M aTak.

OpHa 13 camblx akTyasnbHbIX Bepcuii Beimoratenbckoro MO 6bina obHapyxeHa
cneunanuctamm «JIK» B okTsi6pe atoro roga. Kak n Bce TposiHbl 3TOr0 CEMENCTBa,
Trojan-Ransom.Win32.Cryakl.bo paccbinaetcs 4epe3 oMwuHroBble nucbMa skobbl 0T
Bbicwero ApbutpaxHoro Cyna P®. MNepeitas no ccbinke, ykasaHHOM B MUCbME,
nonb3oBartenb 3arpyxaeT Ha KomnbioTep ZIP-apxus, cogepxalunin 0guH-e JINHCTBEHHbIN
dpaiin attachment.scr. OH npeactasnsin coboit aponnep, 3arpyXxarowmii TPOSIH ANs
NOXULWLEeHNs naponei n nporpammy-wngpartop. Nocne 3anycka spegoHocHoe O konupyet
cebs B nanky C:Program Files(x86)temp noa uMeHeM winrar.exe 1 3anyckaeT HOBYO KOMKIO.
3artem TPOSH NpoNMCLIBAETCA B aBTO3arpy3ky. Takmm 06pa3om, NoNb30BaTENb HE MOXET
npepsBaTtb WMUpoBaHne, BbIK/IKOYNB CBO KOMMbIOTEP.
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BeiMoratenbckoe MO wngpyeT opuUCHbIE AOKYMEHTHI, apXUBbl, 06pasbl ONCKOB U ainbl
nporpamMm pe3epBHOro KonnposaHus. lNepen Havanom npouecca TPosiH Nocbinaet
POST-3anpoc Ha cepBep 3M10yMbllNEHHKOB, ONoBeLast ux o Havane paboTbl.

Mo 3aBepweHunto npouecca wugposaHus Trojan-Ransom.Win32.Cryakl.bo namenset
n3obpaxeHune Ha paboyem cTone nonb3osatens. Xeprea BuAnT obpaweHne oT MMeHU
3HAMEHNTOro repost KNHounbMoB PaHToMaca, KOTopbli B 0OMEH Ha onpeaeneHHyo CyMMy
MOXET pacwudgposaTb hannbl Nonb3oBaTens. Ha copepleHne AeHeXHoro nepesoa
XepTBe BblaensetTcs 48 4acos, Npu 3TOM TOYHAs CyMMa AEHEer He yKa3blBaeTCs — B KaX40M
Cnyyae xakep MOXEeT Ha3Ha4uTb Ntobyto CyMMy BbIKyna.

C otyeToMm «JlabopaTopun Kacnepckoro» MOXHO 03HAKOMUTbCS 34ECh .

NcToyHnk: www.securitylab.ru
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