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OcHoBbI KOMMbIOTEPHOU 6e30MnacHoOCcTH

1. YcTaHoBKa 1 MCNoib30BaHNE aHTMBMPYCHOr0 NPOrpaMMHOro obecrnedeHusl.

AHTUBMPYCHbIE NPOrpaMMbl NPeaHa3HaYeHbl 48 3alWNTbl KOMMbOTEepa OT BO34ENCTBUSA
pasnMyHbIX Yrpo3 (BUPYChl, Xakepckme ataku u 1.4.). Ecnun Ha BaleM KOMMbIoTEpPE He
yCTaHOB/IEHA aHTUBMPYCHAs Nporpamma, T0 eCTb BbICOKUIA PUCK 3apaXXeHNS 1 BO3MOXKHOW
noTepu nHopmaunmn, HaXoASIWMNCSA Ha KOMMbOTepPe. AHTUBUPYCHbLIX MPOrpaMm MHOro, HO
Hambonee nseecTHole 310: Kacnepckuit, oktop Beb, HO32, AsacT, HopToH, ABupa. [ns
Hambonee ycnewHon 3awmTbl He06x0AMMO CBOEBPEMEHHO OOHOBNATL aHTUBMPYCHbIE 6a3bl 1
MOAOY NN aHTMBUPYCHOrO NPOrpamMMHOro obecrneyeHmns, ycTaHOBNIEHHOrO Ha BaleM
KOMMbloTepe, T.K. BUPYCbl CO30AI0TCSH €XEeAHEBHO ecaTkaMu, NO3TOMY ycTapeslumne
aHTUBUPYCHble 6a3bl MOryT TONbKO MNOSIBUBLIMIACS BMPYC, BECNpPensaTCTBEHHO NPONYCTUTb Ha
Baw komnbioTep.

2. MpoBepka aHTMBMpPYCHbIM O BCex CKaYeHHbIX U3 CETU MHTEPHET haiinoB, Tak Xe
NpoBepka Bcex NoakoYaeMblx HakonuTenen NHgopMaLunm.

3. MNpwu paboTe B CETU NHTEPHET.

3.1. He HaxwumaTb Ha BCnbiBAKOWME OKHA.

anMepr BCMJibiBalo LWL UX OKOH
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HepocraTtouHo
MecTa Ha avcke?

Owcx (C:)

WcnpaBuTb owmbKu

[aHHble BCN/blBaKOWME OKHA paccymMTaHbl Ans BBeAEeHMS B 3261y X OeHNe Nonb3oBaTens, npu
HaXaTumn Ha Takoe OKHO B HONbLUMHCTBE CllyYyaeB KOMMbOTEp nonb3oBaTtens bynet
NOABEPrHyT aTtake.

3.2. He ckauymBatb 1 He ycTaHaBnMBaTb NporpamMmbl U3 HEHaAEXHbIX MCTOYHUKOB (NPOrpamMMbl
Heobxo4MMO ckauMBaTb C opuLManbHbIX CakToB MK NpuobpeTtaTb y ogomumnanbHbIX
npencrasuTenen).

3.3. He ucnonb3oBatb KOHTpagakTHOE, B3NOMaHHOE (HENMLEH3NOHHOE NPOrpPaMMHOE
obecneyeHue).

3.4. i3beratb NoceleHns COMHUTENbHbIX CANTOB (Ka3nHO, MOpHOrpacous u T.0.).

3.5. MNepen 3aBepleHneM paboTbl HA KOMMbIOTEPE, KOTOPbIA NCMONb3YEeTCS HECKOIbKUMU
NoNb30BaTENAMU, AenaTb BbIXOL U3 yYETHON 3anucu (noyTa, cou. CeTu u T.n.).

4. Tlpw paboTe C 9N1EeKTPOHHON NOYTONA.
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4.1. Ecnn Bam npuwwnio nucbMo OT HEM3BECTHOrO agpecara, To cTapanTecb He OTKPbIBATb
Takue nucbma, He NepexoanTb Mo CCbiNkaM B OaHHbIX MUCbMax, He OTKPbIBATb BIOXEHUS B
JaHHbIX NUCbMax.

4.2. BHMMaTenbHO cneanTb 3a BNIOXEHUSIMU B NUCbMax Hanbonee ysi3BMMble U MOTEHLMANbHO
onacHble BIOXEHNS C paclumpeHnsmMn: exe, bat, cmd, vbs, scr, a Tak Xxe He oTKpbIBaTb
BNOXEHNS OCOUCHBIX LOKYMEHTOB OT HEU3BECTHbIX NUL, (MPUMEpPbI MUCEM, COAEPXALLNX
BMPYCbl).

a v = OTEETUTE s OTEETUTE BCEM = [epecnats W Yoanute | - W Cnam W MepeMeEcTUTE * = Eué -

doTorpachum TBOU )
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AHanM3 0gHOro N3 BNOXEHNS HUXE:

# CoobulecTso Cratuctuka [okymeHTayun Bonpochl U oTBETHI O Hac ™ Pycckui BcTynuts B coobujecTso Bxon
ARmBnpyC ' coysimran Hara vunuoiicnnna
Bkav HW32.Packed. 20181203
GCyren W32/Trojan.DNCQ-3521 20181204
F-Prot W32/Ransom.ACZ 20181204
Fortinet W3a2/GenKryptik.CSYJ!tr 20181204
lkarus Win32.0Outbreak 20181203
Sophos ML heuristic 20181128
McAtee Artemis!DF40C3547397 20181204
McAtfee-GW-Edition BehavesLike.VirRansom.dc 20181204
Microsoft Trojan:Win32/Fuerboos.Clcl 20181204
Zoner Trojan.Fuerboos 20181204
Ad-Aware ] 20181204
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5. Tpu 3apaxeHunn KoMNbloTepa BUPYCOM (MPU3HaKK: KOMMbloTep paboTaeT MeaNeHHOo Uan
cam rnepesarpyxaeTtcs, HeT [OCTyna K coUunanbHbIM CeTSM, MOUCKOBbIM CUCTEMAM,
aHTMBMPYCHbIM caiTam, Kk cainTam komnaHum Microsoft, caMonpon3BoNbHO OTKPbIBAOTCS
BCM/blBatowme okHa, 6aHHep Ha paboyeM ctone) Heobxoanmo 0bpaTnUTbCs K creumanicTam
LNs1 YCTPaHEHUs1 KOMMNbIOTEPHOr0 BMpYyca 1 NOCNeACTBWA ero AencTBusl.

6. CBOeBpeMeHHO AenaTb KOnuy Bawmx goanos (LOKYMEHTbI, BUAEO, POTO, My3blka 1 T.M.) Ha
LOPYrne CbeMHble HOCUTENN.

(function(w, d, n) { w[n] = w[n] || []; w[n].push({ section_id: 263974, place: "advertur_263974",
width: 300, height: 250 }); })(window, document, "advertur_sections");
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